Datasheet

‘ S. Security Awareness Training (SAT)

Defend your organisation against cybercriminals and strengthen your ‘human firewall’.

Defend your organisation against
cybercriminals and strengthen your
'human firewall” with our engaging,
automated training. Run realistic phish-
ing simulations, grow your sfaff’s cyber
defence skills, and track effectiveness
with detailed reports and dashboards.

How Security Awareness Training
works

Our SaaS web-based application
delivers online security training for
your employees, automatically serving
simulations and training content to the
right people at the right time.

v Out of the box configuration
allows for rapid, effective deploy-
ment without administrative burden

v Addon package included if organ-

isation has Microsoft 365 E5 or

Microsoft Defender for Office 365
Plan 2, which includes threat inves-
tigation and response capabilities

v Fully SCORM compliant for users
wanting to house contfent within
their learning management system

(LMS)
v Smgle sign-on for users

v Muliilingual options - important
for customers with multiple office
locations

v Automated delivery of simulations
and fraining

v Automatic report and dashboard
creation

SECURITY AWARENSS TRAINING FACTS

o 74% of all cyber attacks start at the inbox

e 92% of Malware is delivered via email

e 7 outof 10 businesses currently don't
invest in cyber awareness

e 43% of all cyber attacks aimed at SMB's

e 14% of global Phishing is aimed at Office

365 account takeovers

Microsoft365 Integration

Censornet Security Awareness
Training has been developed with

a Microsoft365 infegration that will
handle the management of your
employees meaning that you can
deliver one of the best cyber security
training programmes available in the
market.

Metrics and Reporting

The report suite is industry leading,
providing you with insightful metrics on
the following;

v Risk Score - Company Wide
v Risk Score - By Department

Phishing Social Media
Remote Working Passwords
Spot the Phish Malware

e More than 35% of leaders think their site
will suffer a cyber breach in the next 12

months

e Over 90% of Cyber Attacks involve Staff
Error

*  Hackers target file corruption via
Malware
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Risk Score - by individual

v Heaf maps showing overview of
simulation

v Engagement by type

v Users enroled in security
awareness fraining programme

v Course complete rates

v Timeline of cyber courses

Available Courses:

Safe Internet

Online Shopping Usage

Online Habits

Social Engineering

Physical Devices Ransomware



Autonomous Integrated Cloud Security

E.

EMAIL

Secure your entire
organization from known,
unknown & emerging
email security threats -
including email fraud.

W.

WEB

Protect users from
webborne malware,
offensive or inappropriate
confent & improve
productivity.

M.

MFA

Reduce impact of large
scale data breaches by
profecting user accounts
with more than just
passwords.

S.

SAT

Defend your organisation
against cybercriminals
by strengthening your

engaging and stimulating

automated fraining.

C.

CASB

Discover, analyze,
secure & manage user
interaction with cloud
applications - inline &
using APls.

ID.

IDaaS

Control user access with
complete identity-threat
profection. Automatically
authenticate users using
rich contextual data.
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Our Platform

Our cloud security platform integrates
email, web, and cloud application security,
seamlessly with identity management and
advanced data loss prevention to activate
the Autonomous Security Engine (ASE).

This takes you beyond alert driven security
and into realtime automated attack
prevention.
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Prevent sensitive data getting into the
wrong hands.

Advanced DLP

Enterprise-grade DLP across email, web
and cloud applications for the ultimate
realtime protection.
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I Autonomous Security Engine I

Prevent attacks before they enter the kill
chain.

Enable traditionally silo’d products to share
and react to security events and state data
whilst leveraging world class threat
intelligence.
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